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Due to some policies at my academic institute,
[ am unable to share the entire document.

The following pages give the results of most of the rules I have
talked about and give a general idea of my proficiency with the tool.

Currently, I share my router and internet services with someone
which is why I am unable to reveal the IP address in the following

pages.



1. Wrote a rule to Detect Ping t0 9.9.9.9

rt tcp any any ) nt:"HTTP"; msq

rt icmp $HOME_NET any 3.9 ny (m

B

File Actions Edi

2. Wrote a rule to alert SSH connection on any port but 22

3. Wrote a rule to alert on Facebook access from LAN to external

facebook

Connect with friends and the world
around you on Facebook.

Create a Page for a celebrity, brand or business.



4. Wrote a rule to Detect any image/ media downloads (can require multiple rules)

5. Carried out the following Nmaps Scans and wrote a rule to detect
the following Nmap network scans:

e Nmap FIN Scan
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:~$ sudo nmap -sF -p22

FIN Scan detected [#*]
:7]1 SCAN FIN [#*] [Classification:

[#x] [1:1@ ] Nmap FIN Scan detected [%%]
[#*] [1:621:7] SCAN FIN [#**x] [Classification:

e TCP Ping scan
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:~$% sudo nmap -sT -p22

Commencing p

12/01-19:




e Null Scan
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Commencing packet processing (pid=1363)
12/01-19:50:31.574511 [%*] [1:1800009:1] Nmap NULL Scan detected [%*] [Priority: @] {TCP}
12/01-19:50:31.674724 [**] [1:1000009:1] Nmap NULL Scan detected [#*] [Priority: @] {TCP]

e SYN-FIN Scan

7417:1] "Nmap SYN-FIN Scan” [#*] [Priority: 0] {TCP}
1:624:7] SCAN SYN FIN [**] [Classification; Attempted Informa
1:1413297417:1] "Nmap SYN-FIN Scan” [+*] [Priority: 0] {TCP}
1:624:7] SCAN SYN FIN [#¢] [Classification: Attempted Informa
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:~% sudo nmap -sS5 --scanflags SYNFIN -p22
11.77

o XMAS Scans

map uuilic. 1 1rf auul ©a3s |41 1UsL up ) asudadlllicu LIl ..

$ sudo nmap -sX -p22

5:1] Nmap XMAS Scan detected [#*] [Priority: @] {TCP]
25 ) ] SCAN nmap XMAS [#*] [Classification: Attempted Inf
1-19:51¢ 84053 * 10 6:1] Nmap XMAS Scan detected [#*] [Priority: @] {T(

12/01-19:51:51.784@53 [* :1228:7] SCAN nmap XMAS [**] [Classification: Attempted Infor




e URG Scan

wk] [1:130003232:1] "Nmap URG Scan” [**] [Priority: @] {TCP}

w+] [1:130003232:1] "Nmap URG Scan” [#*] [Priority: 8] {TCP}

nmap uuiis. 1 41r auul ©3533 |1 1IUSL up g JSealimicu 11 9. Ju STLuUius

:~%$ sudo nmap --scanflags URG -p22

6. Wrote a rule to detect pings from devices on the same subnet

from e SUBNET [Priority:
from same SUBNET [Priority
from s: [Priorit
from 3 [Priority:
from e S [Priorit
from SUB! [Priorit
from s: N [Priorit
from s: [Priorit
Ping De from sam 3 [Priorit
Ping from s: N [Priority:
from m [Priority
from 3 [Priorit
from s: [Priority:
from 3 [Priorit
£ ; 3 [Priority
[Priority:
[Priorit
[Priorit

Ping De n T 3 [Priority:
[Priority
[Priorit
[Priority:

Cnnection to info cern detected [*+] [Priority: @] {TCP}

8. Detected SNMP Traffic



TCP FLOOD Attack:
1) Wrote a script to run a TCP syn flood against your system (which has the IDS)

2) Created a rule to detect incoming syn attacks.
3) Detected when a TCP syn flood is occurring

$ sudo python syn.py

flood attack [* [Priority:

flood attack [Priority:

flood 4 [Prioritwy:

flood tack ke [Priority:
flood ack [ [Priority:
flood ta 'q ke [Priority:
flood < [Priority:
Syn fleood ek [Priority:
flood ack [**x [Priority:
fleood tack Heke [Priority:

flood L [Priority:
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