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Due to some policies at my academic institute,
I am unable to share the entire document.

The following pages give the results of most of the rules I have
talked about and give a general idea of my proficiency with the tool.

Currently, I share my router and internet services with someone
which is why I am unable to reveal the IP address in the following

pages.



1. Wrote a rule to Detect Ping to 9.9.9.9

2. Wrote a rule to alert SSH connection on any port but 22

3. Wrote a rule to alert on Facebook access from LAN to external



4. Wrote a rule to Detect any image/ media downloads (can require multiple rules)

5. Carried out the following Nmaps Scans and wrote a rule to detect
the following Nmap network scans:

● Nmap FIN Scan

● TCP Ping scan



● Null Scan

● SYN-FIN Scan

● XMAS Scans



● URG Scan

6. Wrote a rule to detect pings from devices on the same subnet

7. Wrote a rule to detect user browsing “http://info.cern.ch/”

8. Detected SNMP Traffic



TCP FLOOD Attack:

1) Wrote a script to run a TCP syn flood against your system (which has the IDS)
2) Created a rule to detect incoming syn attacks.
3) Detected when a TCP syn flood is occurring



References:

● https://www.thepythoncode.com/article/syn-flooding-attack-using-scapy-in-
python

● https://www.opensourceforu.com/2011/10/syn-flooding-using-scapy-and-pre
vention-using-iptables/

● http://manual-snort-org.s3-website-us-east-1.amazonaws.com/node29.html

● https://stackoverflow.com/

● https://paginas.fe.up.pt/~mgi98020/pgr/writing_snort_rules.htm

● https://www.hackingarticles.in/detect-nmap-scan-using-snort/
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